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Ensuring the confidentiality and protection of personal information in Big Data
is an important aspect in data processing. One of the effective methods to achieve a
high level of protection is depersonalization of data. An overview of modern methods
of preserving personal data when conducting various kinds of research, in business
analytics, etc., is presented. To reduce the probability of data de-identification, a
hashing method based on the use of the Kessak-256 hash function and the addition
of a dynamic random string for each dataset element is proposed. This method
allows you to significantly increase the time of hacking and the amount of resources
required by the attacker. This approach can be used for secure data transmission,
exchange and storage.

O6ecneuenne KOH(pHUIEHIMAJbHOCTH W 3AIIUTHl JHYHOH HH(OpPMAUuH B 6OJb-
[IMX JAHHBIX SIBJISETCS Ba)KHBIM acMeKkToM NpH o6paboTke naHHbIX. OmHHUM K3 3(]-
(DeKTHUBHBIX METOJOB, MO3BOJISIOMIMX JOCTHYb BBICOKOTO YPOBHS 3aLIHUTHI, SIBJISETCS
obe3sMunBaHue AaHHbIX. [IpencTaBieH aHa/lu3 COBPEMEHHBIX METONOB COXPaHEHHs
nepcoHanbbiX AaHHbIX ([TJIH), MOJNy4YeHHBIX B pe3yJbTaTe pas/HuHBIX HCCJEN0Ba-
HUH. [ yMeHblIeHHs] BepOSTHOCTH Neo0e3JHUYMBAHUS NAHHBIX MPEIJIOKeH MeTo[
XelLIHPOBaHHUsI, OCHOBAHHBIE Ha MCMOJb30BaHUH Xell-pyHKIKH «Keccak-256», a Takxke
noGaBjieHUs] NUHAMUUYECKOH CJy4YalHOU CTPOKM [Jsi KaXKOOro 3JeMeHTa [aTaceTa.
JlaHHbI MeTOH MO3BOJISIET CYLIECTBEHHO YBEJHUHUTb BpeMsi B3JOMa W KOJUYECTBO
TpeOyeMbIX 3JI0YMBILIIEHHHKY PecypcoB, YTO B HUTOre LeJeco06pas3HO HCIOJb30BaTh
IJIs1 3alMIIeHHON Nepenadu, o6MeHa U xpaHeHus [1JIH.
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