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A METHOD FOR COVERTLY EMBEDDING
ENCRYPTED INFORMATION INTO RASTER IMAGES
USING COORDINATE MASKING
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We propose a method for hidden encryption of text information that combines
the symmetric AES algorithm and elements of visual steganography. The text is
encrypted using a 128-bit key presented in hexadecimal format, and the encryption
result is also converted into hexadecimal blocks. A JPG image is used as a container,
which is segmented into fragments. The coordinates for embedding encrypted data
are determined based on paired key values. Each block of encrypted text is encoded
as a color value and embedded in the corresponding image segment. The proposed
approach provides an additional level of security by combining cryptographic and
steganographic protection.

[Ipennaraercsi MeTOA CKPBITOrO LIM(POBAHUS TEKCTOBOM MH(OPMALMH, COUETAlo-
HHA cUMMeTpUUHBbIH anroput™ AES u ssieMeHTHl BU3yasibHOH cTeraHorpaguu. Tekct
wudpyeTcst ¢ ucrnosb3oBaHueM 128-6GUTHOrO KJO4a, MPEACTABAEHHOrO B IIECTHAM-
LaTepUUYHOM (popMare, U pe3y/bTaT LIUPPOBAHUS TaKxkKe MpeobpasyeTcs B LIECTHAI-
natepuuHble 6J0KH. B KadyecTBe KOHTeliHepa HcMOJb3yeTcsl H300paxkeHHe opmara
JPG, koTopoe cermeHtupyercsi Ha (parmeHTbl. KoopauHaTbl BHempeHHs 3amiudpo-
BaHHBIX JAHHBIX ONPENENSIOTCS Ha OCHOBe MapHbIX 3HaueHHH KJjioua. Kaxapiit 6710k
3alM(POBAHHOrO TEKCTa KONUPYeTCs B BHAE LBETOBOIO 3HAUeHUs W BHELPSETCS
B COOTBETCTBYWOLIUH cerMeHT u3obOpaxenus. [IpensoxkeHHbIH monxon obecreynBaeT
JOTIOJTHUTEJIbHBIH yPOBEHb 0€30MacHOCTH 3a cUeT 00beIUHEHHUs] KPUITOrpaduuecKon
U CTeraHorpa)uyeckoi 3aliuThl.
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