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The rapid growth of the Internet of Things (IoT), especially in vulnerable regions
such as Africa, has increased the risk of Distributed Denial of Service (DDoS)
attacks from Al-based botnets. The study introduces an adaptive intelligence model
that combines LSTM, SOM, and ART models to detect and mitigate such threats in
parallel. Evaluated using standard metrics, the model offers a scalable and practical
solution for strengthening IoT security against evolving attack strategies.

Boierpriit poct Internet of Things (IoT), oco6eHHO B ysI3BUMBIX perHoHax, TaKHX
Kak Adpuka, yBeauuna puck DDoS-arak co CTOPOHBI HCKYCCTBEHHOTO HHTEJIEKTA,
ynpasJsiollux 60THeTaMHu. [laHHOe HcceoBaHUe MIPEACTABISAET alalTHBHYIO MOIE/b
UHTesIeKTa, KoTopas oObenunsier monean LSTM, SOM u ART nnsi oGHapyKeHHs |
NoaBJeHHs MOAOGHBIX YIPO3 B pexKuMe peasibHOro BpeMeHH. OlLieHeHHas ¢ UCIIOJb30-
BaHHWEM CTaHAAPTHBIX METPHUK MOJE/b NpeiJjaraerT MaclutabupyeMoe W NpaKTHUECKOe
pelueHue IJsi ykpernJseHusi 6e3onacHocTd loT MpoTHB pasBHUBAIOLIMXCS CTpPaTerHi
aTak.
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