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The main aim of the quantum cryptography protocols is the maximal secrecy under the conditions
of the real experiment. This work presents the result of the new protocol building with the use of the
secrecy maximization. While using some well-known approaches this method has allowed one to achieve
the completely new results in quantum cryptography. The process of the protocol elaboration develops
from the standard BB84 protocol upgrading to the building of completely new protocol with arbitrary
large bases number. The secrecy proofs of the elaborated protocol appear to be natural continuation of
the protocol building process. This approach reveals possibility to reach extremely high parameters of
the protocol. It suits both the restrictions of contemporary technologies and requirements for high bit
rate while being absolutely secret.

OCHOBH 4 LieJIb IIPOTOKOJIOB KB HTOBOH KpUNTOrP (hUM — 9TO M KCUM JIbH 1 CEKPETHOCTb B yCJIO-
BHSIX Pe JIBHOTO BKCIEPUMEHT . B 3Toil p 60Te mpencT BiIeHbl Pe3ysbT Thl MOCTPOSHUS HOBOTO MPOTO-
KOJI HOCPEACTBOM M KCUMHU3 LIMU CEKPETHOCTU. b1 rof ps HEKOTOPBHIM IIMPOKO U3BECTHBIM IOAXOH M
3TOT METOA IMO3BOJIMJI AOCTHYb OCONIOTHO HOBBIX Pe3yJabT TOB B KB HTOBOW Kpumrorp ¢uu. Iporecc
p 3p GOTKM NMPOTOKOJI p 3BHB €TCS OT COBEPLIEHCTBOB HMS CT HI pTHOro mportokon BB84 k moctpo-
€HUI0 OCONIIOTHO HOBOTO MPOTOKOJN € IPOM3BOJBHO GOJBIIMM YHCIOM O 31ucOB. JJOK 3 TENBCTB Cce-
KPETHOCTH P 3p 60T HHOTO IPOTOKOT SBISIOTCS JIOTHYECKUM IPOIOJIKEHHEM IPOIECC IOCTPOSHUS
MPOTOKOM . DTOT MOAXOJ OTKPHIB €T BO3MOXHOCTH JOCTHXKEHUS OYeHb BBICOKUX I P METPOB IPOTO-
Kol . OH yhoBjeTBopseT K K Orp HUYEHHSIM COBPEMEHHBIX TEXHOJIOTHH, T K U TpeGOB HHUSIM BBICOKOM
CKOPOCTH TeHep LUH KJII0Y , OCT B 5ICb OCOJIOTHO CEKPETHBIM.

PACS: 03.67.Dd, 01.30.Cc, 03.67.-a

1. PROTOCOL BUILDING

The aim of quantum cryptography is the establishing proofed secure communication be-
tween two parties (emitter and receiver or Alice and Bob) [1,2]. Quantum cryptography (QC)
is the first approach in the history which allows one to solve this task. The first QC protocol
is BB84 [1] which is still the most popular and convenient for experimental applications. Its
secrecy has been proved mathematically [3]. What else is needed in quantum cryptography?
The point is that with the use of current technologies the BB84 protocol has restriction in
the transmission speed and distance. So, the aim of practical quantum cryptography is to
achieve not only secrecy but also high bit rate and longer distance. Moreover, the quantum
cryptography protocol should pass the scope of the present technologies (see the figure below).
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Main principles of the quantum cryptography protocol building. In the initial position there are no-
cloning theorem, existing quantum cryptography methods and new ideas. The new protocol is suppressed
by the technological restrictions for the photon sources, detectors, transmission line properties and the
state preparation possibilities. It should fulfill the requirements of the absolute secrecy, high enough
transmission distance and bit rate suitable for the contemporary tasks

Quantum cryptography secrecy is based on the no-cloning theorem [2]. It points that
it is impossible to make an exact copy of the quantum state. After no-cloning theorem
the approximate cloning has appeared. It points that it is possible to make an imperfect
cloning with some distribution [4]. In what case will the approximate cloning be most
difficult? Considering the restrictions of the maximum cloning fidelity it is easy to see that
the difficulty of the cloning increases with the number of possible states. The best security
will be achieved in the case of the infinite state number. In other words, state should be able
to be prepared in an arbitrary position of the Hilbert space.

In the case of arbitrary state preparation it is difficult to realize any data transmission. The
first and the simplest approach is to increase the number of states in the BB84 protocol [5,6].
In this case, the secrecy of the transmission increases and the requirements for the single-
photon sources become less severe. This method appears to be good when the standard BB84
is near the edge of its security bounds and the security needs to be increased a little. In any
case for the increase of the bases number we pay by the transmission speed. Like in BB84 the
key size decreases twice after the bases reconciliation, in this method the bases reconciliation
leaves 1/M part of the key where M is the bases number. So, this solution does not suit the
requirement of the high bit rate.

In the best case the state transmitting by a QC protocol should be able to take arbitrary
place from the infinity of possible states of the Hilbert space. Hence, our protocol should have
as much states as possible in order to use all advantages of the no-cloning theorem, but it is
needed to avoid drop of transmission speed down to zero because of the bases reconciliation
process. In order to overcome the problem of the bit rate drop, we can refuse the basis
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reconciliation process. Alice and Bob should synchronize their bases somehow. Usually
for the public channel authentication Alice and Bob use some secret information distributed
by some other way because if eavesdropper controls both quantum and public channel the
transmission becomes completely insecure. These N secret bits (for example, 64 or 128 bits)
can be used for the bases definition. This N secret bit will be called an «auxiliary key» and
the key which is generated by this protocol will be called a «transmitting key». Position of
the basis should be a complicated function depending on the secret information and number
of pulse. Due to this secret information positions of all bases are secret. This function will
define one of the 2V possible bases sets known only to Alice and Bob. With the use of
this function the auxiliary key bases of the qubit preparation and measurement will always
coincide. In this case, there is no bases reconciliation process what causes the increase in the
speed at least twice [7].

2. SECURITY PROOFS

To guarantee the entire secrecy of the protocol it is needed to keep both the auxiliary
and the transmitting key secret. When the auxiliary key is unknown to the eavesdropper it
is impossible to attack the transmitting key due to the Shores theorem. In classical case the
transmitting key length cannot be longer than the auxiliary key length. But in quantum case
this restriction can be challenged. The protocol will be secure until the auxiliary key is secret.
This key should stay secret even when any part of the transmitting key has been revealed
to public channel, for example, for error correction process. In other words, the auxiliary
key secrecy should be independent of the transmitting key secrecy. The proof should be
related to some true quantum limitation. Here the most suitable quantum limit will be the
true quantum limit of measurement [8,9]. It says that for the measurement of the quantum
state with precision 1/K you need not less than K photons. This is the true quantum limit
and it is dedicated to the Heisenberg uncertainty principle. If the auxiliary key consists of N
bits it can define one of the 2V bases sequences. For revealing what auxiliary key has been
used an eavesdropper should measure at least K = 2"V photons. For the protocol secrecy
it should be chosen clear criteria. An eavesdropper cannot measure more photons than the
number of photons which entered the quantum channel during the whole transmission. So, if
2N photons have entered quantum channel it opens theoretical possibility to reveal all N bits
of the auxiliary key, but if only 2/¥/2 photons have entered the quantum channel eavesdropper
can reveal only N/2 bits of the auxiliary key. If N is large enough the rest N/2 unrevealed
bits are enough to make the transmitting key secret.

For example, auxiliary key can be N = 64 bits, transmission line can be [ = 100 km,
attenuation — 0.2 db/km, laser power — 1 photon/pulse and quantum efficiency of detectors
is 10%. Alice emits K photons and Bob successfully receives B = K - 1071099-2.(0.1 qubits.
Consider the condition K < 2V, B-1072 <« 2% ~ 10, B <« 10'6. If Bob successfully
measures B = 10® qubits, then K = 10! has entered quantum channel and eavesdropper has
to guess which one of the 10'9~1! = 102 possible bases sequences has been used. Contrary
to the classical case, eavesdropper has only one attempt to measure qubit received during the
photon number splitting attack, for example, what makes these estimations strong enough to
guarantee secrecy.
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CONCLUSIONS

Concluding the developed protocol it can be said that it is suitable for an experimental
realization on the modern experimental setups. An approach of refusing fixed bases allowed
one to increase the transmission distance without breaking security. Key bit rate rises at least
twice because Alice and Bob’s bases always coincide. Moreover, this protocol is tolerant to
the photon number splitting attack so it is possible to increase the number of photons in the
pulse what causes additional increase in the transmission speed. Ideas of this protocol can
give rise to the additional direction of theory and experiment development. It also opens a
lot of opportunities for elaborating more eavesdropper strategies. This protocol shows very
good efficiency so it can be extremely useful for experimental realizations. This work was
supported by the RFBR, grant 07-07-00263.
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