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Introduction

CERN has a large number of PCs, currently >3500, used for administrative,
engineering and scientific tasks (see figure 1 which shows the number of concurrent
users in a typical week, which is typically 15-25% lower than total number of users).
The PCs connect to central servers for running applications and to access and share
data. However, whilst the servers are managed centrally, the PCs belong to people in
many different divisions and are spread over a large campus in two different countries
(France and Switzerland). In other words, the servers are managed centrally but the
client PC usage is very distributed.

Users - MICE User

Figure 1. NICE accounting statistics for a one-week period

In order to make it possible to provide central services, we must know who are



our users. We need to maintain up-to-date, reliable figures of who uses what. This
applies to both software and hardware. It is virtually impossible to do this work
manually, given the number of PCs and the rate of change (figures for the last 2 years
are approximately 1200 new PCs / year).

The information obtained by collecting information about all PCs is called a
hardware inventory. The process of collecting information about software usage is
covered by other tools, and therefore not described here.

The hardware inventory of the client PCs serves several purposes:

e If we upgrade or introduce new client applications, we must know if the PCs will
still operate in a reasonable manner (enough memory, fast enough CPU, how
many PCs have high-resolution monitors and so on).

e Plan phase-out of old PCs (typical life-time 3-5 years)

e Plan hardware upgrades for major changes (for example transition from
Windows/95 to Windows/2000)

o Statistics for the management, like overall trends (number of PCs per different
platform, rate of change) which ultimately will influence allocation of manpower
for support, outsourcing contracts and so on.

The first hardware inventory for the CERN PCs was introduced in 1992-1993,
made by the NICE divisional representative Chris Andrews. It was developed when
the client PCs were running DOS and Windows/3.x and was used until 1998 with only
minor modifications.

The tool was very rudimentary in the sense that it did not keep any information
about hardware. The tool had instead to use the so-called BIOS level or even try to
access the hardware itself to enumerate the components available in the PC.
However, the information available from the BIOS is very limited, for example
information about network card, CD-ROM and graphics adapter is either completely
missing or incomplete.



The introduction of Windows/95 and Windows/NT 4 opened up new
possibilities. These platforms are “real operating systems” and take active part in
managing the hardware components themselves (although Windows/NT 4 is not Plug
& Play). In this context, it is appropriate to have an inventory program which asks the
operating systems which hardware components are installed. An application that can
talk natively to the operating system is called a WIN32 application (Windows 32-bits
application).

The hardware inventory can be divided into two parts:

¢ collecting data from the client PC
® storing it in a central database on a server.

Client

The inventory program is called InvPC.exe. It collects information by using
Windows API calls, running other system tools, and processing information from the
registry. The program is written in the C language. On the NICE! local computers the
program is automatically ran by a special facility described later on. See figure 2 for a
typical example of output from InvPC.exe.

! http:/nicewww.cern.ch/homepage/home.htm



{User = puzynin

Host = pcitdisi2s._cern.ch

Time = Mon 26/ 7-1999 18:19:40

Network card = Intel 82557-based Ethernet PCI Adapter
Ethernet address = 00-98-27-5C-1F-31

IP address = 137.138.36.234

|{cPU number = 1
|CPU type = 586
CPU speed = 467

Physical memory = 256

|0S-disk Free = 641
0S-disk Total 2039
All disk Free 17254
A1l disk Total = 23712
Installed 0S = WHT

nomw

MajorUersion = 4
BuildMumber = 1381
CSDVUersion = Service Pack 4
ProductType = Workstation

{cD-ROH = ves
|Sound card
|video card

Yes
ATI Technologies Inc. RAGE 128 GL AGP (English)

|BIOS version = Award Modular BIDS v4.51PG
|BIOS date = 83/04/99

Figure 2. Example of output from InvPC.exe

The parameters “Major Version”, “Build Number”, “CSD Version” and
“Product Type” are important for Windows/NT platform only.



e The “Major Version” identifies the major version number of the operating
system. For example, for Windows/NT version 3.51, the major version
number is 3, and for Windows/NT version 4.0, the major version number
is 4.

e The “Build Number” identifies the build number of the operating system.

e The “CSD Version” indicates the latest Service Pack installed on the
system. If no Service Pack has been installed, the value is empty.

e The “Product Type” identifies the commercial product type, Server or
Workstation, which are sold as two separate producis.

The information about the CPU speed is present in the registry for the
Windows/NT platform (see figure 3). However, it is impossible to retrieve this
information on the Windows/95 platform (no support from API functions or the
registry). Adding a benchmarking function to InvPC.exe could solve this problem but
is not currently implemented. Therefore, the CPU speed on the Windows/95 platform
is always set to zero.

&' Registry Editor
Registy Edit View Help

{3 HKEY_CURRENT_USER
=0 HKEY_LOCAL_MACHINE
= {1 HARDWARE

=2 My Camputer Neme = | Data S
-] HKEY_CLASSES_ROOT li,‘ﬂ[DefauIt] [walue not set]

[%8) Comporent Infarmation

0x000001d3 [467]
00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00
AEREFE6F 6 fF £F ff 00 OO 00 00 00 00 00 0D

[24) Configuration Data
!:i_l_{] FeatureS et
28] Idenifier

DESCRIPTION
7] System
= CentralProcessor

000003 [1023]
%86 Farmily & Model 6 Stepping 5

50 Update Signature 0000000001 000000
I i : i Update Status 000000002 (2]
=] FloatingPointProcesszor T 2 2 2 7
£ 73 Mulfunctiontdapter 4 [aB] Vendordentifier Genuinelntel

-] DEVICEMAP EliEE= T—
My Compute\HKEY_LOCAL MACHINE\HARDWARENDESCRIPTION System\CentralFrocessond.

Figure 3. CPU speed information in the Windows/NT registry.

The information about the PC name, network card, Ethernet and TCP/IP
configuration are received from system tools started by InvPC.exe as external
processes. On Windows/NT the system tool is called ipconfig.exe and on



Windows/95 the equivalent tool is called winipcfg.exe.

The ipconfig tool must be run from MS-DOS mode (console mode) and the
output sent to a temporary file for later processing. The command that runs
ipconfig.exe is:

CMD /C IPCONFIG /ALL = C:\\CERNCTRL.TMP

See figure 4 for typical output from ipconfig.exe.

Bl cemctil.tmp - Notepad EEE
File Edit Seach Help :
Windows HT IP Configuration
Host Name . . . . . . . . . : pcitdisi12s.cern.ch
DHS Servers . . . . . . . . 1 137.138.16.5
137.138.17.5
Node Type . . . . . . . . . : Hybrid
NetBIOS Scope ID. EOEN
IP Routing Enabled. . . . . : Ho
WINS Proxy Enabled. . . . . : Ho
NetBIOS Resolution Uses DNS : Ho
Ethernet adapter E188B1:
Description . . . : Intel 82557-based Ethernet PCI Adapter
Physical Address. . - - % 88-98-27-5C-1F-31
DHCP Enabled. . . . . . . . : No
IP Address. . . . . . . . . = 137.138.36.234
Subnet Mask . . . . . . . . - 255.255.0.8
Default Gateway . . . . . . = 137.138.1.1
Primary WINS Server . . . . : 137.138.17.248
Secondary WINS Server . . . - 137.138.16.248
4 | L

Figure 4. Example of output from ipconfig.exe

InvPC.exe includes a module for IP/UDP-support for reporting the inventory
data back to a dedicated server using a special format and protocol. One thereby



avoids using the file system directly. This makes processing on the server-side easier.

The inventory program depends upon other components of the distributed
NICE architecture. It is run from the shared network disk Z: as a NICE Job policy and
is started via the WI script Z:\495\Registry\JobsAlways\InvPC.wi2. See figure 5 for
the contents of the script.

The WI script and NICE Job policies are described in the section "System
Policies" of "Description of the Desktop installation" in the document “Windows
95/NT administration guide at CERN.

The “Interval” parameter in the WI script sets the time interval in seconds for
running the /nvPC.exe program. The result is that the program will run only once
every two weeks.

RootKey "HKEY_LOCAL MACHINE®
|Policy = 'InvPc.wi2 on NT’
Interval = 14 = 24 * 3600
|RunExe = 'Z:\maintain\InuPC.exe"’

if not nice.version.uptodate(RootKey, Policy, ", Interval)
void = HICE.Update.Uersion{RootKey, Policy)
exec $RunExe$

endif

lexit

Figure 5. The InvPC.wi2 script.

* http://micewww.cern.ch/doc/admeguide/admguide. htm



Server

The inventory program sends the inventory information back to the dedicated
Windows/NT server NiprintDB. There the information is stored in a single text file
PCInv.txt (see figure 6). Each line of the file is a record which contains the
information collected about a given PC (see figure 2). It also contains the date and
time when the information was collected.

B PCinv._tst - WordPad EE= B
File  Edit Vew Inser!’ Format  Help :

WEETE Y x;.jgp.g_{_

09/06/99 17:04:39,niceoper, ntoper.cern.ch,lWed 9/ 6-1959 o B:J
09/06/99 17:16:17,dmamouzi, misf37.cern.ch,Wed 9/ 6-1595 15:13:37,
10/06/99 02:53:36,ferraris, pesl057.cern.ch,Thu 10/ 6-1999 D.SD.SS.,
10/06/99 03:04:17,crutin, pespsi225.cern.ch, Thu 10/ 6-15995 Loy 1235
10/06/99 05:04:38,dossantv, misil42.cern.ch,Thu 10/ 6-1959 3: 1:58;
10/06/99 05:15:17,barbeye, pcstld8.cern.ch,Thu 10/ 6-1999 3:12:37, 80
10/06/99 05:44:12,achlopik, mishl62.cern.ch, Thu 10/ 6-1959 3:41:27
10/06/99 05:51:08,achlopik, perd240Z.cern.ch,Thu 10/ 6-1995 11:48:2
10/06/99 05:53:47,froid, peatlas3l.cern.ch,Thu 10/ 6-1993 e} CHm L
10/06/99 06:05:37,fgrillo, pestiZOS5.cern.ch, Thu 10/ 6-1999 4: 2:30,
10/06/99 06:05:53, jabela, pesl0Zz.cern.ch,Thu 10/ 6-1999 4: 5:58, i
10/06/99 06:12:26,hnissen, pestlll.cern.ch, Thu 10/ 6-1999 q: O:41,
10/06/99 06:25:30,pvignes, misfl177.cern.ch, Thu 10/ 6-1999 4:25:37 00
10/06/99 06:31:30,dantoiny, pclheZ0.cern.ch, Thu 10/ 6-1999 4:28:46
10/06/99 06:35:29,sbiessy, pcsleald7.cern.ch,Thu 10/ 6-1999 4:32:47
10/06/99 06:37:07,5j0ffe, pcspsi33.cern.ch, Thu 10/ 6-1999 4:34:20,

B
1N/NE/00 NE=C2:a4 v sk Thr 10/ A_1000 BrdAs iJ:J

{
e

4111 1dara  moor

For Help, pEss Fi

Figure 6. The PClnv.txt file.

The file is exported to an Access database (Microsoft Access 97) for
convenient analysis by administrators. Microsoft Access gives a user-friendly
interface by means of forms, queries and reports.



The database may be stored either on the server or on the local administrator’s
PC. For the second variant, the database is copied automatically by a scheduled
program (see figure 7 for Scheduler configuration). The scheduler runs every morning
at 5 o’clock the script fmportSrce.wi2 shown in figure 8.

# Win Scheduler == E3
Idle . HesetDelay i

Current Time: Wednesday 18 August 1999, 17:30:33 N efors recorded
Last Check done at 17:30:13 Yersion 6.46

-1a

[mergeZﬁIe]: Merge Inventory source with local database - 1b

Description: h mpoitSicl lmpod inventom source from NipintDB Ace

Command Line: }u_.‘} ZaPlanfiendmpottSie wil -

Stat Time: |[22¢ 2p/77 50001 #|| Delay before nest job [min):

Execution Period [min): !1 270 e l !

Type of Execution: m EILCUUM E}mc_k D_'d.e.'.

Last Execution: Wed 18708 05:30

Next Periodic Execution: in 12 hours and 30 minutes

ExecuteNow | Edt | Add | Doee | o |

About l Exit |

Figure 7. Scheduler configuration



; Procedure Import Source file (src) from Server (srv) to Local disk (dst)
1; Source file is "PCInu.txt"

dst = "D:\\Commoni\"
sru = "\\\\ntprintdb\\accountingi\'
src = "PCInu.txt"

copy "$sru$Ssre$t Sdst$ssres”
exit @

K]

Figure 8. The ImportSrc.wi2 script.

The Inventory database contains two kinds of tables as shown in figure 9:
¢ Dynamic tables (updated automatically):

e PClnv: The inventory data.

e PCUsers : List of users at CERN.

® Phone : The phone book.
e Static tables :

e Platform : Windows platform (Windows/9x, Windows/NT).

o ServicePack.
o TypeMachine : (Server, Workstation).

10



Several statistic queries allow the administrator to select the information by
predefined criteria. Examples of criteria are:

Search machine by platform.

Search machine by user name.

Search NT machine by Service Pack.

Search NT machine by “Product Type” (Server or Workstation).
Search machine by Divisions.

R, Microzoft Acce

PCUsers
Phaore
FlatForm

ServicePack
Typetaching

Figure 9. The Inventory database.

The results of the queries are visualized by forms (see figure 10) and reports (see
figure 11).

11
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Figure 11. “Search NT machine by Service Pack” report.
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Summary

Client side

The client side is improved to obtain more detailed and accurate hardware
information than the previous DOS based version. The new application is transparent
to the user. The user should not even be aware that the inventory is run on the PC.
With the old version, the user would sometimes see a DOS window come and
disappear. The old DOS program was less reliable. It could fail to run in exotic PCs or
get stuck in BIOS calls. The Windows API hides the hardware from the inventory
application.

There are also two negative aspects with the Windows API that are outside our

control:

e The Windows API is not rich enough to provide all the inventory information by
means of simple function calls. It has been necessary to scan the hardware registry
for information as well.

e The hardware registries for Windows/9x and Windows/NT have different paths
and layouts, such that two different implementations were required. This
difference exists for historical reasons (Windows/NT not being Plug & Play and
the use of different development teams inside Microsoft).

Server side

In the old DOS version, each PC generated a unique file containing the
inventory information. Collecting the information for all PCs and merging it into a
single database was a little elegant solution. The problem was purely historical as the
server platform could only act as a file server. The Windows/NT platform provides an
environment where it is much easier to implement “value-added services”. Together
with the user-friendly Access database it provides a turn-key solution where it is easy
to add and modify different queries and reports according to demands.

13



Conclusion

The new inventory tool is a success thanks to team-work in analyzing
requirements, writing and testing client code, adding communication software to store
data in Access on the NT server and finally the work for providing database queries
and reports.

Future

The future of Microsoft is Windows/2000. The Windows/2000 project has
been started at CERN shortly after official release in February and we will part our
tool to that platform.

Over the years Microsoft has developed and enhanced their tools for system
management of clients, SMS. It is tempting to use SMS for distributing
Windows/2000 and applications. Therefore the use of the built-in Microsoft
developed inventory seems likely in the long term.

Received by Publishing Department
on May 31, 2000.
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Xaren II. u np. E11-2000-129
ITporpaMMHBIi KOMIUIEKC IJI1 aBTOMAaTH4eCcKoro cbopa,

XpaHEeHHS U aHaIW3a MH(QOpPMAlMH O TEXHMYECKOH KOH(HIypauuu
KoMmbloTepoB B JiokanbHOoi cetu NICE

Hano o6ocHoBaHME HEOOXOMUMOCTH M ChOPMYIIMPOBaHbl OCHOBHBIE TPeOOBa-
HHS K CO3JaHHIO IPOrPaMMHOIO KOMIUIEKCA JUI1 MHBEHTapH3alliM TEeXHHYECKOM
kon¢uryparmn ITK. Kominekc Bkmoyaer B ce6s Momynb it cOopa U nepenadu
Ha cepBep TexHudeckoi nHopManuu ¢ noss3osatensckux ITK u Momy:s s neH-
TPAJIM30BAaHHOIO XpaHEHUs ee B 6a3e JaHHBIX, a TaKXe HHTepelic reHeparun 3a-
IPOCOB ¥ OTYETOB U1 aIMUHHUCTPATOPOB CETH.

Pa6ora BrimonHeHa B HayuHoM neHTpe NMpUKIIagHBIX HcclieqoBaHuii, Jlabopa-

TOPUH BBIYMCIIUTENIBHON TeXHUKH U aBToMatu3aimu OHSIH u B Otnene uadgopma-
moHHbIX Texnonoruit HHEPH (IlIseiiniapus).

CooOwenne OOBEIMHEHHONO HHCTUTYTA SNEPHBIX HccnenoBanuii. dyGna, 2000

Hagen P. et al. E11-2000-129
Program Complex for Automated Collecting, Storing

and Analyzing Hardware Information for the Client PCs

in the NICE Architecture

The background requirements for the PC hardware inventory project are
given. The implementation consists of a program collecting hardware information
about client PCs, a server part for storing the data in a central database
and a user-interface for administrators to query data and extract reports.

The investigation has been performed at the Scientific Center of Applied Re-
search, Laboratory of Computing Techniques and Automation, JINR and at the In-
formation Technology Division at CERN (the European Laboratory for Particle
Physics).

Communication of the Joint Institute for Nuclear Research. Dubna, 2000
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